
The Trials & Tribulations of 
Implementing a Wireless Network 
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Novell's Experience
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Novell's OneNet Vision
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Wireless Basics
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Client links

Access Points

Wired LAN network

Servers Wired PCs

Computers 
with Radio 

cards
Radio
Links
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at Home 
or SOHO

Home 
Access 
Point

Cable, DSL, 
ISDN modem

OR

POTS

Network Topology

IP Networks

Network 
Operations

CenterRADIUS 
server

Network 
management, 
TFTP server

Leased line, 
DSL, wireless, 
etc

in Public 
Spaces

AccessP
oint

Leased line, 
DSL, wireless, 
etc

WP-II

Encrypted radio 
link @ 11Mbps

in Office 
Environments
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Internet

• Feature/
Application 

Servers

Shared Corporate
Environments

• Hotels
• Conference Centers
• Convention Centers
• Malls 
• Restaurants

• Education
• Multi-dwelling units
• Households

• Train Stations/ Terminals
• Airport Terminals
• Cruise Lines

PtP, PmP Wireless BackhaulLeased Line, xDSL,
Cable Backhaul

Hub/Router

xDSL, Cable 
Modem, etc.
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Encrypted links

� Encryption is the optional scrambling of the data  to make it 
unreadable to outsiders “ listening in” on open radio data 
communications. 

� Both the Access Point and the radio cards need the same 
encryption “key” (a string of numbers or characters) to be 
able to encrypt the data they send and decrypt the data they 
receive. 

� The 802.11b standard requires the same key to be shared with 
all users of an Access Point.

� WEP(Wireless Encryption Protocol) can beunsecure. Always 
put your access points outside the firewall. Secure your 
workstations with a software firewall.
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LAN to LAN
Headquarters location

Access Points
Radio    Link

Servers

Site miles away

Wired PCs

Outdoor Routers
Building to building

LAN to LAN

The Access Point can be 
upgraded to perform LAN to LAN 
routing using radio. Optional 
antennae are used to increase 
radio power.
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Home         
Small Office 
Branch Office

The enterprise in motion

Main Offices: 
Corporation 
University        
Hospital  
Government

Hotel Lobby 
Airport    
Convention Center        

Email, messaging

Web Sites

Hosted 
applications

Voice over IP

VPN to 

main office

VPN to main office

THE 
INTERNET

Employees  
on the go

.  
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What’s so hot about 
Wireless?
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Wireless 
home 

network

RG-1000

POTS line

)�� ��#��� �
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IP Networks

Internet 
Service 
ProviderServer farms

(email, e-commerce, 
hosted apps,…)

Network 
management 
servers

Encrypted radio 
links @ 11Mbps
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Network cabling stays put but people do not. If their connectivity 
is always available, they can be more productive.

Installing a wireless LAN system is fast and easy and can 
remove the need to pull cable through walls and ceilings.

Wireless technology allows the network to extend to where wires 
cannot go.

The initial investment for wireless LAN hardware might be higher 
than wired LAN hardware, but overall installation expenses and 
life-cycle costs can be significantly lower.
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11 Mb (802.11b)

54 Mb (802.11g) 160 m

160 m

50 m

50 m

54 Mb (802.11a) 100 m
40 m

Open Plan 
Building Semi Open OfficeConnection Speed

Speed option Range

Closed Office

25 m

20 m

25 m
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Infrastructure:  Tier 1
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Infrastructure:  Tier 2 
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Infrastructure:  Tier 3&4

A#�%��B) $�C
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Wireless, anywhere, anytime
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